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HIERARCHY MODELING OF THE THREATS
OF REGIONAL ECONOMIC SECURITY

Busnaueno OCHOGHI 3acpo3u  peciOHANbHIl eKOHOMIUHIL Oesneyi 6 CYHACHUX YMOB8AX
eocnoodaprosants. IIpoananizosano 36’s3KU  MIdC OCHOBHUMU 3a2PO3aMU  eKOHOMIuHIl Oe3neyi
pecionie Ykpainu. Ilposedeno cucmemamuzayiio usAIeHUX 3a2pO3 3a OONOMO20I0 MAMEMAMUYHO20
MoOenioganna. Busnaueno cmyninb @naugy ma GUA61eHO HAUOIIbUL CYIMMES] 3a2PO3u PecioHANbHIl
exonomiunill 6esneyi. Cmeopeno iepapxiuny cmpyKkmypy 3a2po3 pe2ioHanbHill eKOHOMIYHI De3neyi 3
Memolo 3a6e3nevents paHHbL020 iX 3anodicants ma peazysanHs Ha 3a2po3i.

Kntouogi cnosa: pecion, ekonomiuna 6esnexa, 3azpoza, Memoo aHanimudHol icpapxii, mame-
Mamuyune Mooenio6ann.

Onpedenenvl 0CHOBHbBLE Y2PO3bl PECUOHANLHOU IKOHOMUUECKOU 6e30NACHOCIU 8 COBPEMEHHBIX
VCR08UAX X035Ucmeosanus. [Ipoananuzuposansl céa3u Mesicoy OCHOBHbIMU YePO3AMU IKOHOMUUECKOU
bezonacnocmu pezuonos Ykpaunwl. [lposedena cucmemamusayus GbIAGICHHBIX Y2PO3 NPU NOMOWU
Mamemamuueckoeo Mmooenupoganus. Onpedenena cmenenv GIUAHUA U BbIAGICHbL  Hauboee
Cyuecmeennble yepo3vl PecUOHANbHOU IKOHOMUueckol 6eszonactocmu. Co3dana uepapxuyeckas
CMPYKmMypa yepo3 pecuoHanbHOU IKOHOMUYECKOU 6E30NACHOCU ¢ Yeablo 0Decneyenus: ux panuezo
npeoynpesicoenus u peazuposaniis Ha yepo3ul.

Knrwoueswvie cnosa: PecUoH, IKOHOMUUECKaA 6e30nacnocmb, yeposa, Memoo aHATUMUYECKOT
uepapxuu, mamemamuiueckoe Modeﬂupommue.

ntroduction
1. Problem statement. Under conditions of destabilization of the national economy,
the issue of national economic security and regional imbalances of its provision becomes
more and more relevant. This is the economic development of the regions that is the
basis for provision of the economic security of the state, especially under conditions of
decentralization. The necessity of creation of the effective system of the regional economic
security management requires identification of the economic security threats of the regions.
2. Analysis of recent studies and publications. The following domestic and foreign
scientists dealt with the problem of provision of the national economic security: A. Williams,
G. Turnbull and F. Cheit (Williams, Turnbull, & Cheit, 1982) [1], E. Poirson (Poirson, 1998)
[2], H. Maull (Maull, 1984) [3], K. Murdoch (Murdoch, Knorr, Trager 1977) [4], Z.S. Varnalii,
D.D. Burkaltseva, A.S. Saienko [5], Z.S. Varnalii, S.V. Onyshchenko, A.A. Maslii [6].
The works of such scientists as O.M. Holovchenko [7], T. E. Voronkova [8],
S.P. Stetsenko [9], G.O. Sukrusheva [10], I.V. Zablodska [11] are devoted to study of issues
of economic security of the region and its threats. However, despite the sufficient interest
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in the issues of economic security of the regions, the issues of impact of different threats to
regional economic security remain unresolved.

3. Purpose of the article — modeling of the hierarchical structure of the threats of regional
economic security in order to provide early warning and response to threats.

Results and discussion. As a result of the conducted theoretical study, we determined
that some researchers characterize the economic security from perspective of the necessity to
provide the resistance of the economic system to impact of threats.

The group of authors [6] draw attention to the fact that the economic security of Ukrainian
economy under modern conditions is based on situational response to threats that have already arisen.

G.O. Sukrusheva determines the economic security of the region as provision of the
independence from impact of internal and external factors, provision of safe operation mode
of the objects of management in order to create conditions for sustainable economic growth
and conditions of full life of the population [10].

In our opinion, the statement of O.M. Holovchenko about special role of meso-levels,
which is that they serve as buffers, when the threats to stability of the economic system main
levels are active, and serve as reserves at surplus or deficiency of the factors, resources and
conditions of sustainable development [7], is expedient.

From perspective of S.P. Stetsenko, the place in the common economic space,
concentration on their territories of natural raw material resources, industrial potential,
transport corridors connecting the regional economy is the specific factor of emergence of
threats of economic security of the regions of Ukraine [9].

At the same time the scientists determine the different types of the threats of regional
economic security. Concerning the scope of threats occurrence, we can distinguish the
following main groups [12]: production and technology (Endress, 2015) [13], (Heiets,
2006) [14], market (Sandri, 2014) [15], finance (Gourio, 2013) [16], social (Imrohoroglu,
2012) [17], legal and regulatory (Volker & Marion, 2010) [18], administrative and political
(Chomaa, Hanocha, Gummeruma, & Hodsonb, 2013) [19], ecological (Stern, 2013) [20].

Considering the regional economic security from the perspective of provision of national
security, we deem it expedient to determine the key threats of economic security of the region
and the degree of their impact. Based on the results of studies of these threat groups, we suggest
to determine the degree of impact on the regional economic security threats presented in table 1.

Table 1
List of the threats of regional economic security and their mathematical notation*

Mathematical notation Name of the factor

f1 Industrial potential disruption

2 Loss of sales market

3 Loss of competitiveness and competitive advantages

4 Decline in financial liquidity

f5 Deterioration in financial condition

fo Migration

7 Deterioration of living standards

8 Increase in economic crimes

9 Low level of legal security

f10 Changes of guarantees of economic activities

f11 Political instability

f12 Deterioration in state of the environment
*Compiled by the author.

We offer to conduct the identification of the key threats to the economic security of the
region and the degree of their impact with the help of analytic hierarchy process. The analytic
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hierarchy process — a hierarchical representation of the elements that define the essence of
problem, was analyzed in the works of T. Saaty (Saaty, 1994) [21]. The analytic hierarchy
process is an effective way for a person, who makes decisions in determining priorities. The
hierarchy process takes into account both the subjective and objective aspects of the decision.
Let’ssupposethatasetofthese threatsisasubset F1={f1, 12,13, 14,15 16,7, /8, 9, f10, 1L f1,
that characterizes the selection of the most significant factors from the set of regional economic
security threats. The subset of the selected threats and relations between them are given as an
oriented graph (fig. 1), where the elements of subset F1 are placed in the vertex of graph, the
arcs would connect adjacent pairs of vertices (f, ), for which the relationship was defined.

Fig. 1. Graph of dependency between the main threats of regional economic security
Compiled by the author.

As a result, it was constructed the graph with 12 vertices connected by arrows that
indicate the presence of dependency. The arrow is directed from factor (threat) f, which
depends on factors fJ (end of arrow).

According to the data of constructed graph, we compile the binary matrix of dependency

B= {bij’i’ j= @} for the set of vertices F1 under the following rule:

b Lif f; dependson f,
v 0,if" f; does not depend on f (1)
Thus, depending on the result of binary relation “depends on”, the matrix elements
take two values 0 and 1. The results of construction of dependency matrix are presented
in table 2.
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Table 2
Binary matrix of dependency*

f1 2 3 4 5 f6 7 8 9 10 f11 f12
f1 1 1
2 1 1
3 1
4 1 1
5 1 1
fo 1
7 1 1
8 1 1
9 1
f10
fl1
f12 1

*Compiled by the author.

The reachability matrix is formed on next stage of the analytic hierarchy process of
threats to regional economic safety of method, directly according to the original directed
graph. The filling of matrix with binary elements is carried by row (left — right) under
the rule:

3 {1, if from i you can reach J}
Y| 0,otherwise ©)
By applying this rule and data of basic graph we built a reachability matrix (table 3).

Table 3
Reachability matrix*

f1 f2 3 f4 5 6 7 8 9 f10 fl1 f12
f1 1 1 1 1
2 1 1 1 1 1 1 1
3 1 1
4 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1
fo 1 1 1 1 1 1 1 1
7 1 1 1 1 1 1 1 1 1 1 1
f8 1 1 1
9 1 1
f10 1
f11 1
f12 1 1 1 1 1 1 1
*Compiled by the author.
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We identified two subsets from set F1 for each of the twelve factors: R(f)) — reachability
set, A(f) — pre-set (set of perv1ous vertices). The vertex is deemed reachable, if the vertex f
can be reached from the vertex f,1.e. if thereis a path in the graph (see fig. 1) that leads from
the vertex f. to the vertex fJ S1m1larly, the vertex fi is called previous to the vertex f, if it is
possible to reach f from f.

The set of those Verﬁces A(f) = R(f ) N A(f), for which the condition of unreachability
from each vertex of remaining sets is fulﬁlled can be designated as a level of hierarchy.
Formed sets R(f), A(f) and their intersection R(f)) N A(f) are presented in table 4.

Table 4
Iteration 1*

R(f) A(f) R([)NA()
f1 f1, £8, 19, f11 f1, £2, f4, 5, £7 f1
2 f1, £2, £3, f4, £8, 19, f11 2, f4, 5, £7, f12 2, f4
3 f3, f4 2, 13, f4, £5, 16, {7, f12 3, f4
4 f1, £2, £3, f4, £8, 19, 11 2, £3, 4, £5, {7, f12 2, £3, 4,
5 f1, £2, 3, f4, 15, {8, ff10, f11 f3, f6, 7, f12 f5
6 13, 5, f6, £7, 19, f10, f11, f12 6 6
7 f1, £2, £3, f4, f5, {7, 18, 19, f10, 11, f12 f6, £7 7
8 8, 19, f11 f1, £2, f4, £5, 7, 18 8
9 M, f11 1, 2, f4, f6, £7, 18, 9 9
f10 f10 f5, f6, 17, 10, f1£2 f10
f11 f11 1, 2, f4, 5, f6, {7, f3, 9, f11 f11
f12 f1, £2, 3, 4, 15, 10, f12 f6, £7, f12 f12

*Calculated and compiled by the author.

The vertices of graph, which satisfy the condition A (f) = R (f) NA (f), form the
first (lower) level of the hierarchy. These vertices can be considered as those, which are
unreachable from all other vertices of the graph.

On the results of the first iteration we determined the first level (the lowest in terms
of the importance of the impact on regional economic security) of threats hierarchy — f6
“Migration”. We exclude all “f6” from the data of table and perform similar calculations until
there is a single object. Next eight iterations allowed to determine the next levels of hierarchy
of threats to economic security of the region (fig. 2).

The obtained model of hierarchy of factors having impact on the economic security of the
region allowed to get the hierarchical structure of key threats to regional economic security (fig. 3).

According to the constructed model of key threats to regional economic security we can
make a conclusion on political instability as the main threat to the economic security of the region.
Equally important is the low level of legal protection and growth of economic crime. These de-
stimulators of economic security of the region can be attributed to a group of legal, administrative
and political threats that arise during the implementation of the state regional policy.

One of the significant economic threats is the destruction of the industrial potential of
the region, which under current conditions is a major source of economic development. One
of the main priorities of regional policy should be to maintain and to develop the industrial
potential of the region. The group of threats of 5 level is interesting in the structure of the
obtained model: reducing of financial liquidity, loss of markets and a loss of competitiveness
and the competitive advantages. They represent a complete cycle of relationships (see fig. 2)
and are the result of the previous de-stimulators of regional economic security. The last level
of the developed model of hierarchy includes such de-stimulators as deterioration of living
standards and migration. But it should be noted that this does not show the insignificance
of these threats, because the formal stratification of factors of threats of regional economic
development leads to the fact that some of the threats should be the last.
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—

Fig. 2. Model of hierarchy of factors having impact on the economic security of the region
Compiled by the author.

1 level Political instability

2 level Low level of legal security

3 level

TTT

4 level Industrial potential disruption

Decline in financial liquidity

Loss of'sales market

Increase in economic crimes J

5 level
Loss of competitiveness and
competitive advantages

IS

Changes of guarantees of economic
activities

The threats of regional economic security

6 level

T

Deterioration in financial condition J

Deterioration in state of the
environment

7 level

¢

J

8 level

—

Deterioration of living standards J

9 level H Migration J

—

Fig. 3. Model of hierarchy of the key threats to the economic security of the region
Compiled by the author.
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It should be noted that the classification of threats to a particular hierarchical level is
made objectively, the reliability of the obtained results is provided by the application of
methods of system analysis and mathematical modeling. The model can be modified by
changing the relations between the threats in the first stage of modeling — at the construction
of oriented graph.

Conclusions. The hierarchical model contains the key threats to the economic security
of the region, which are placed according to their relevance and significance for ensuring of
regional economic security. The presented model of structure of regional economic secu-
rity threats allows to develop an early prevention and response system as part of preventive
governance. The objectivity and reliability of the model is confirmed using the methods of
system analysis.
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The purpose of the research is modeling of the hierarchical structure of the threats to the re-
gional economic security. The economic security is analyzed as the part of the social-economic system
of the particular region demonstrating the ability to prevent the destabilizing impact of the threats of
different types and guarantee the necessary economic independence.

The main threats to the regional economic security in the modern economic conditions have been
defined. The connections between the main threats to the regional economic security of Ukraine have
been analyzed. The mathematical modeling method has been applied for the systematization of the
detected threats. The degrees of impact, as well as the most significant threats to the regional economic
security have been identified.

The hierarchical structure of the threats to the regional economic security has been made to
provide the timely prevention and response to the threats.

The methods of theoretical generalization, the system analysis methods to prove the objectivity
and reliability of the given model have been applied for the studying and systematization of the key
threats to the regional economic security. The hierarchical structure of the given threats to the regional
economic security with the help of the hierarchy analysis method has been developed according to the
impact and significance for the regional economic security.

The interdependence between the threats has been defined. The relationship between the threats
has been demonstrated on the graph. The importance of the group of the legislative and administrative
political threats that can appear while implementing the state regional policy has been indicated as a
result of research based on the given hierarchical structure. The most important threats include: loss
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of the markets, population migration, competitiveness of the region, protection and rational use of the
natural resources, political instability. The destroying of the regional industrial potential which can
become one of the most important leverage to the state economic development has been indicated as the
main threat. It has been proved that the support and development of the regional industrial potential
can be one of the main priorities of the regional policy.

The developed structural model of the threats to the regional economic security allows develop
the system of timely prevention and response to the threats as a part of the preliminary control.

The peculiarity of the given model is its possibility to be modified by changing the relationship
between the threats on the first stage of the modeling process while making the preliminary graph. The
applied model can be the basis for defining the impact of the threats for the regional economic security
and measuring the possibility of the regions to prevent the identified threats.
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